HUONG DAN 06 GIAI PHAP TANG CUONG
BAO PAM AN TOAN HE THONG THONG TIN VA PHUC HOI
NHANH HOAT PONG SAU SU CO AN TOAN THONG TIN MANG

(Kém theo Céng vin sé IBTTTT-CATT Tngay thang nam 2024 cua
B¢ Thdng tin va Truyen théng)

I. PINH KY THUC HIEN SAO LUU DU LIEU NGOAI TUYEN
“OFFLINE”, CO LAP (ISOLATE/AIR GAP). VOI CHIEN LUQC SAO
LUU DU LIEU THEO NGUYEN TAC 3-2-1: CO 03 BA BAN SAO DU
LIEU, LUU TRU TREN 02 PHUONG TIEN LUU TRU KHAC NHAU, VOI
01 BAN SAO LUU NGOAI TUYEN “OFFLINE”.

Dinh ky thuc hién sao luu dit liéu ngoai tuyén “offline”. V&i chién lugc sao
lwu dir liéu theo nguyén tic 3-2-1: ¢d it nhat 03 ban sao dit liéu, luu trix ban sao
trén 02 phuong tién luu trit khac nhau, véi 01 ban sao luu ngoai tuyén “offline”.
Dir liéu sao luu offline phai duoc tach biét hoan toan, khdng két ndi mang hoic
duoc ¢ 1ap (isolate/air gap) dé phong chéng tan cong leo thang vao hé théng luu
tri.

Ban sao luu ngoai tuyén duoc trién khai bang mot trong cac giai phap sau dé
phong chong tan cong theo thang vao hé thong sao Iuu, nhu sau:

+ Sao luu bang Tape/USB/O cimg di dong,...sau khi két thuc phién sao luu,
cac thiet bi luu trir duoc tach roi khoi hé thong, khéng két noi mang;

+ C0 giai phap co 1ap (isolate/airgap), khi két thue phién sao luu dit licu, giai
phap nay cho phép c6 lap/ngat két noi 16gic cua hé thong sao luu.

Trién khai chién lugc sao luu va phuc hoi dir liéu, dam bao céc yéu cau dit
ra phu hop voi thuc t€. Bong thoi xay dung quy trinh cac bude sao luu va phuc
hoi dir liéu twong g vai ting loai dir liéu va hé thong théng tin (HTTT).

Pé xay dung phuong an sao luu dit liéu hé thong, to chic can dya trén mot
sb tiéu chi dé xac dinh dugc muc tiéu khéi phuc ma té chiic mong muédn. Céc tiéu
chi dé xac dinh muc tiéu khoéi phuc cé thé la: Recovery Time Objective - RTO,
Recovery Point Objective - RPO...

Recovery Time Objective - RTO: 13 thoi gian khoi phuc hé thong ma to
chtic mong muodn: RTO c6 the vai tiéng hodc ciing co6 the kéo dai vai ngay.

Recovery Point Objective - RPO: 1a khoang thoi gian ma dir liéu c6 thé
bi mat khong thé khoi phuc ma t6 chirc c6 thé chap nhan duoc.

V6i moi h¢ thong khac nhau, voi mdi lugng dit lidu luu trir cua timg hé
thong, t6 chirc co thé lya chon phuong 4n sao luu & mirc tap tin, hodc mic may
40. D61 voi moi mure sao luu, quy trinh khoi phuc he thong cling s€ khac nhau,
cac co quan, don vi can xay dung phuong an phu hop theo nhu cau khéi phuc cta
co quan, don vi.
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D61 véi sao lvu muic may 4o, cac dit 1i€u sao luu s€ rat 16n. Khuyén nghi
nén st dung cac thiét bi sao Iuu co6 téc do doc ghi cao dé dam bao toc doc doc ghi
dir li€u trong sudt qua trinh sao luu va khoi phuc dir li¢u.

Dit liéu sao luu tdi thiéu nhu sau: cau hinh cua hé thdng va cac phan mém,
ing dung; log file; dir liéu quan trong cua h¢ théng;.... Can cir yéu cau thuc té caa
HTTT va nhu cau, nang lyc cua t6 chirc dé thuc hién sao luu theo ky, déi tuong
dit liéu sao luu,... nham dam bao du diéu kién dé co thé nhanh chong khoi phuc
hoat dong ctia h¢ théng néu xdy ra tdn cong mang.

11. TRIEN KHAI GIAI PHAP DE SAN SANG PHUC HOI NHANH HE
THONG THONG TIN KHI GAP SU’ CO, PUA HOAT PONG TRO LAl
BINH THUONG TRONG VONG 24 TIENG HOAC THEO YEU CAU
NGHIEP VU

Can clr vao muyc tiéu RPO, RTO... cta to chirc, tir d6 trién khai giai phap
phuc hoi hoat dong cua hé thong thong tin mot cach phu hgp. Cu thé:

- Ra so4t, cap nhat Ké hoach tng phd sy ¢ ATTT mang, bao dam:
+ C6 ké hoach khoi phuc cho ting loai dir liéu va tong HTTT;

+ C6 quy trinh xtr ly, khac phuc va sém dua hé théng hoat dong tré lai binh
thwong trong vong 24 gio, hoac theo RTO tuong (ng ting loai di liéu, HTTT.

- T6 chirc dién tap phuong an (ng ctu, khic phuc sy co, phuc hoi dir liéu,
khoi phuc lai hoat dong binh thuong cua HTTT véi cac tinh huong pho bién, tan
cong ransomware tur d6 xac dinh tinh kha thi caa ké hoach ng pho su co.

- Xay dung va t6 chirc trlen khai tmg pho xur ly khing hoang truyén thong
trong trudng hop xay ra sy cd, giam thiéu tac dong va thiét hai.

C6 nhiéu phuong phap khac nhau dé phuc hdi nhanh chéng hé thong nhu:
Hot site, Warm site, Cold site, Cloud site.

Hot Site: bao gom céc hé thong dy phong dang hoat dong va ¢ trang thai
gan nhu san sang tiép nhan khoi lugng cong viée thay cho hé thong chinh. Cac hé
thng tai mot Hot site co thé dd co6 phan mém tng dung va phan mém quan ly co
so dir lidu da duoc cai dat va hoat dong, cac tng dung, phan mém c6 thé dugc cap
nhat va 151 nhu céc hé théng trong trung tam xur 1y chinh.

Warm Site: bao gém cac hé thong xir Iy thay thé, cac hé thong & trang thai
san sang thap hon cac hé théng khoi phuc Hot site. Vi du: mic du cing mot phién
ban hé¢ diéu hanh c6 thé dang chay trén hé théng Warm site, nhung né co thé chua
dugc cap nhat lién tuc nhu cac hé thong chinh.

Cold Site: bao gom cac hé thong xir 1y thay thé véi mirc d6 san sang cho
cac h¢ thong c6 yéu cau phuc hoi thap. Thong thuong, cé rat it hoac khong céd
thiét bi & Cold site. Khi xay ra tham hoa hodc sy c6 c6 tinh gian doan cao, thoi
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gian ngimg hoat dong du kién s& vuot qua 7 dén 14 ngay.

Cloud Site: 13 phuong an sir dung dich vu luu trit cloud 1am diém khéi phuc
hé thdng. Phuong phap nay sé tinh phi st dung may chu va thiét bi khi str dung.
Do do, chi phi cho phuong an nay vira phai nhung van c6 thé dap ung cac yéu cau
vé thoi gian, tinh linh hoat,...

q So sanh gitra cac diém phuc hdi Cold, Warm, Hot, Cloud va mdt sd dic
diém cua tung phuong phap.

Cold Warm Hot Cloud (IaaS)
Phin cirng | Mua sim khi D3 sén sang D3 sén sang San sang
cO su cO va da chay
Phan mém | Caiditkhisy | Dacaidit | Dacaiditva | Tiymong
co da chay muon
Dir li¢u Phyc hoi khi ¢6 | Phyc hoi khi | Dit liéu dong | Phuc hoi khi
sur cO cO su co b0 lién tuc co su co
Két ndi Bit dau thié:[ San sang dé | Pa hoat dong | Da hoat dong
lap khi su co hoat dong
Chi phi Thap nhat Vira phai Cao nhat Vira phai

So sanh chi tiét cic phirong phédp Cold, Warm, Hot va Cloud

I1l. TRIEN KHAI CAC GIAlI PHAP, DAC BIET LA GIAl PHAP
GIAM SAT AN TOAN THONG TIN, PE NGAN NGUA, KIP THOI PHAT
HIEN SOM NGUY CO TAN CONG MANG POI VOI CA 3 GIAI POAN:
(1) XAM NHAP VAO HE THONG; (2) NAM GIAN PIEP TRONG HE
THONG:; (3) KHOI TAO QUA TRINH PHA HOAI HE THONG

1. Trien khai giai phap gidm sat dieu hanh an toan thong tin mang (SOC),
bao dam 100% cac HTTT cap d6 3 duoc giam sat an toan thong tin tap trung, kip
thoi phat hién cac dau hiéu bat thuong trén hé thong.

~ Cac giai phap SOC can c6 tinh ning cho phép theo ddi, phét hién cac sukign
bat thuong (nhat 1a ma doc) trong ca 03 giai doan: (1) xam nhap vao h¢ thong; (2)
nam gian diép trong hé thong; (3) khai tao qué trinh pha hoai hé thong.

bic biét, giai phap SOC can kip thoi phat hién som khi ké tan cong (ma doc)
khoi tao qua trinh pha hoai h¢ thong, tir do thyc hign cac bién phap co lap, xu ly
nham ngan chan lay lan, tan cong leo thang.

2. Pinh ky thuc hién kiém tra, danh gia 156 héng bao mat dé phat hién sém
nguy co hé théng bi xam nhap va khac phuc kip thoi cac diém yéu dang ton tai
trén HTTT theo quy dinh cua phap luat, cu thé: HTTT céap d6 1, 2: tdi thiéu 01
14n/02 nam; HTTT cap do 3, 4: tbi thiéu 01 1an/01 ndm; HTTT cip do 5: tdi thiéu



01 14n/06 thang.

3. Thuc hién san ling méi nguy hai (threat hunting), dac biét 1a sau khi phat
hién c6 hoat dong tin cdng mang thanh cdng vao hé thdng, dé phat hién sém dau
hiéu hé thong thong tin da bi thdm nhap, cai cdm ma doc,... giam “thoi gian trd
ngu cua ké tin céng” bén trong HTTT.

4. Trién khai giai phap phong chéng ma doc tap trung, dac biét la cai dat giai
phap Chong phan mém ma doc (AV), Phat hién va phan hdi cac méi nguy hai tai
diém cudi (EDR) tbi thiéu trén tat ca cac may chi, may quan tri (hd tro cai dat).

IV. PHAN TACH, KIEM SOAT TRUY CAP GIUA CAC VUNG
MANG VA CHUYEN DPOI, NANG CAP CAC UNG DUNG, GIAO THUC,
KET NOI LAC HAU, KHONG CON PUQC HO TRQ KY THUAT SANG
PHUONG AN SU DUNG CAC NEN TANG, UNG DUNG PE GIAM THIEU
NGUY CO TAN CONG MANG LEO THANG
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ISOLATE NETWORK

1. Ra soat, phan viing mang cac HTTT phul hop theo cap do va c6 giai phap
phong chong xam nhap mang gitra cAc vung mang, dac biét giai phap dé ngan



5

ngira nguy co bi tan cong leo thang tir nguoi dung noi bo/ngudi ding cudi.

a) Ra sodt, dieu chinh thiét ké md hinh mang dé bao bao dam hé thong thong
tin duoc phan vung toi thiéu theo cap do, vai cac vung tuong ung:

- Vung mgng bién (outside zone)

Vung Mang duoc thiét lap dé cung Cap cac két nol hé thdng ra bén ngoai
Internet va cac mang khac. Ving mang nay bao gom cac cap Core Switch,
Firewall chay HA v&i nhau, duoc thiét 1ap dé cung cap cac két ndi hé théng ra bén
ngoai Internet va cac mang khac.

- Vung DMZ (demilitarized zone)

Viing mang dugc thiét 1ap d¢ dit cc may chu cng cong, cho phép truy cap
truc tiép tir cac mang bén ngoai va mang Internet (thiét bi VPN, cac may chu tng
dung, dich vu Web, Email,... phuc vu nguoi dung tir bén ngoai Internet).

- Vung may chaz ngi bg (internal server zone)

Vuing mang bao gdm cac may chu web, tng dung, AD, File Server,... phuc
vu cho ngudi dung trong ndi bo.

- Vung qudn tri (management zone)

Ving mang duoc thiét lap dé dat cac may chu, may quan tri va cac thiét bj
chuyén dung khac phuc vu viéc quan ly, van hanh va giam sat h¢ théng (bao gom
cac may chu vat ly, switch, router, thiét bi luu trir, may chu quan tri phan mém
diét virus tap trung, may chii quan tri hé théng may 40, may chu giai phap sao luu
dir liéu, may cha giam sat ATTT tap trung,...).

- Vung may chii co so dir ligu (database server zone)

~Viing mang duoc thiét lap dé dat cac may chi co s dir ligu. Ving nay bao
gom cac may chu chira co s¢ dit liéu (CSDL) cua cac (g dung trong hé thong vi
du nhu: MySQL, Oracle, MSSQL,....

- Vung magng ngi bg (LAN - local area network)

Ving mang nay duoc thiét 1ap dé cung cap két néi mang cho cac may tram
va cac thiet bi dau cuoi va cac thiet bi khac cua nguoi sir dung vao hé thong. Vung
mang nay coé thé chia nhé thanh viing mang theo phong ban hoac theo chirc nang,
nhiém vu,...

- Ving mgng khong day (néu co)

Vuing mang khdng day can duogc tach riéng, doc 1ap véi cac viing mang khac:
Bao gom cac Access point va Wifi Controller dé quan ly cac Access point.

- Vung hé théng du phong:
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Viing mang nay bao gom cac méy chu vat 1y, thiét bi toi thiéu dé phuc vu
khoi phuc hé thdng khi xay ra su CO Vung hé thong du phong phai duoc tach biét
hoan toan vai hé thong chinh vé mat logic: ngat két ndi vat ly, hoac dugc cd
lap/cach 1y (isolate) bang cac thiét bi kiém soét truy cap.

b) Ra soét, cap nhat giai phap dé dam bao phong chong xam nhap giira céc
vung mang, nhat la phong chong leo thang gitra Vung mang noi bé (LAN) vao
cac vung mang khac.

2. Phén loai cac ung dung va phan mém, giao thuc, ket ndi lac hau, khdng
con duoc hd tro ki thuat hodc co quyén truy cap truc tiép dén hé thong sang
phuong an sir dung cac ung dung (app/web based) dé giam thiéu nguy co tin cong
mang leo thang tir phia ngudi dung.

a) Thong ké cac tng dung, phan mém do nguoi dung tai Ving mang noi bo
(LAN) c6 quyén truy cap truc tiép vao cac ving mang quan trong nhu: Ving may
chu noi bo, Vung may chu co sé dit liéu, .

b) Ra soat, dieu chinh, nang cap, cap nhat céc ung dung va thict Iap ché do
phan quyén ngudi dung, phan quyen truy cap hé théng dé han ché nguy co tan
cdng leo thang khi tin tic chiém quyén dugc may tinh nguoi diing c6 thé tan cong
leo thang vao cac viing mang quan trong trong té chrc.

3. T chirc ra sodt, quan Iy phan quyen img dung dé trién khai giai phap quan
ly tai khoan dac quyen (PIM/PAM) cho cac tai khoan quan trong.

V. TANG CUONG GIAM SAT, QUAN LY CAC TAI KHOAN QUAN
TRONG, TAI KHOAN QUAN TRI HE THONG PE PHONG NGUA
HACKER CHIEM QUYEN, CO TAI KHOAN QUAN TRI

1. Ra soét, tong hop va phan loai cac tai khoan quan trong, tai khoan quan
tri hé théng co nguy co bi tin tic khai thac, chiém quyén diéu khién hé thong.
Trién khai xac thuc 2 16p ddi véi tat ca tai khoan quan tri trén cac hé théng, tng
dung quan trong.

a) Thong ké, ra soat va danh gia lai viéc phan quyén hé thong theo Ma tran
phan quyén truy cap (Access Control Matrix) va loai cac diém yéu, bat cap trong
viéc phan quyén quan ly, truy cap hé thong.

~b) Phan vung, thiét ké hé thong dé dam bao cac tai khoan quan tri caa hé
thong doc lap vai cac vung mang khac

2. Trién khai giai phap quan Iy tai khoan dac quyén (PIM/PAM)

a) Doi v6i cac HTTT cp do 4 va cap d6 5: Trien khai giai phap quan Iy tai
khoan dac quyén (PIM/PAM) doi tat ca 100% cac hé thong théng tin theo quy
dinh.

b) P6i véi cac HTTT cap do 3: Ra soat, danh gia mire dd quan trong va nguy
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co chiém quyen dieu khién céc tai khoan quan tri, tir d6 dé xuat trién khai giai
phap quan ly tai khoan dac quyéen (PIM/PAM) phu hop.

_ VI.RASOAT, KHAC PHUC CAC LOI CO BAN CONGUY CO GAY
MAT AN TOAN HE THONG THONG TIN THUQC PHAM VI QUAN LY

1. To6 chirc tricn khai ra soét, kip thoi khac phuc cac 16i co ban trong quan
ly, van hanh va bao dam an toan, an ninh mang cho hé thong thong tin nhu:

(1) Hé théng sao luu dy phong online, cing ving mang voi hé théng dang
hoat dong.

(2) Khong thay d6i mat khau tai khoan quan tri, tai khoan quan trong dinh
ky hozc thu hdi quyén di véi tai khoan khi ngudi quan tri nghi viée.

(3) Pé cac may chi quan trong, may chu quan tri két ndi truc tiép véi
Internet nhung khong dugce bao vé hoac mé dich vu khong can thiét.

~ (4) Cac may chu, may quan tri dugc cai cac phan mém AV, EDR nhung khi
ké tan cong vo hiéu hoa cac tinh nang nay, h¢ thong khong phat hién duoc.

(5) Str dyng cung thong tin dang nhép (tai khoan va mat khau) cho nhiéu
hé thong, thiét bi, quan trong. Thong tin dang nhap dugc luu trit trén cic may tinh
quan tri va cdc may chu khong dugc ma hoa.

(6) Kiém so4t truy cap tir ddi tac, gifta cac bd phan chuyén mén trén cac
thiét bi tuong lura long 1€o, khong theo dung nghiép vu chuyén mon.

(7) Khong tuan thu viéc cap nhat cac ban va bao mat theo khuyén nghi tur
co quan chirc nang, tr nha cung cap giai phap, san pham.

(8) Phan quyén tai khoan nguoi dung d01 v6i hé thong, uing dung khong
hop 1y, chua tuan thu nguyén tac dac quyén t6i thiéu, cho phép ké tan cong dé
dang c6 dugc quyén cao nhat khi khai thac 16 hong bao mat.

(9) Quan tri hé thdng sir dung phan mém bé khoa (phan mém crack), dan
dén viéc nhiém cac dong ma doc, cai ctra hau (backdoor) hodc danh cap mat khau
quan tri.

2. Trién khai ra soét, khac phuc céc 15i co ban.

a) Thuc hién doi ngay cac mat khau quan tri trén cac hé théng thong tin quan
trong, va thuc hién doi mat khau dinh ki theo céc chu ki tiép theo. Tang cudng
giam sat, quan |y cac tai khoan quan trong, tai khoan quan tri dé phong ngira, giam
bét thiét hai trong truong hop ké tan cong c6 duoc tai khoan quan tri.

b) Ra soat va dong toan bo cac két ndi cong quan tri, cong co sd dit lidu
(SSH, RDP, DB, ...) qua giao dién Internet ddng thoi trién khai thuc hién qua két
ndi an toan (VPN, PAM, jump, xac thuc da yéu t6 MFA,..). Ra soét va tién hanh
khoa/ngat céc giao thic (protocol), dich vu (services) khéng st dung. Cac hé
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théng cap do 2 tré 18n bat budc phai trién khai xac thuc da yéu td.

c) Ra soat cap phat IP public, thuc hién ngét cac server dich vu c6 IP public
nhung khong qua hé thong Firewall

~d) Thuc hién ra soat c4c tai khoan VPN, két ndi tir xa t6i hé thng dang duoc
cap phat, tien hanh ngat doi vai cac tai khoan khong sir dung hoac sur dung sai
muc dich.

d) Chﬁ dong thuc hién ra soét céc 16i 16 lot mat khau, tai khoan ngudi ding
trén cac nén tang chia sé dur liéu toi pham mang (threat intelligent platform).

Cuc An toan thong tin (B6 Thong tin va Truyén thong) s& cong bd va cip
nhat danh sach céc 161 co ban trén website https://ais.gov.vn.



